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Email encryption keys

Download your PGP keys for use with other PGP-compatible services.

+ | Generate key -
Fingerprint Key type Status Actions
ECC PRIMARY
) 282cd573c89598chcce950d31ceac.. Export -
(Curve25519) @EE
) 79b7cc7fd75476284a8214e9a5212 =t ACTIVE Export =
E “  [Curve25519) it
ECC ACTIVE
7 5487babbc18f6bad2c@B8bebbfbibe.. — S Export | =
2 (Curve25519) (ESOLETE) :

AR RBUTT YR Proton WA, TIHEANIEREA T BEARATASN O EBRAE,  BEAFA) A A28 B i H
pegp N R4, SRIUAYPIRLRER: B 3h5E . IRIMAESLPRIGOL T, AT 7 2[R 5 Y 1Y
SENBATATI, A A BRI N 25 . Proton BSCHR ML 7 H RUE IS LR R AF IR DI RE
(B B2 1 5 R B U 06 20 3T 4 135 [¥) Proton AR 283EAT o BT LASRUF R ATHAR R FH PGP Jin‘as
R, X EE SR RN T A B AP SR T REwed,  Fir LART DL ELRZ AT IR AF
[ 5 A IR AR &t B A8 DU 2B BRESROGS U5 1A A B4 1F S35 PGP

fE Proton P40

How are you?

From alicejones@ -
To John Smith cCBCC 2
Subject How are you?

Arial 4pr @ B I U = i = W £ & &

Hey John,

How are you doing? Writing to you using PGP. My public key is attached, OK?
Speak to you soon,

Alice

Sent with Proton Mall secure email.

Attach public key

Request read receipt

# Set expiration time

s o] ’
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SXAEXS T ) PGP i it BE SR 1 2~ 8

SRIG R IT B A B — X AR, IXHGR AR PGP 2 5 B AT RS, ST R
BRHNTFENE R 25 R BI5GB S AR S s Vel i, AT T el A A AL
e RERTHAALD, RZEMHH pep MPHIITIRE. AT L —ELL R

(https://pgptool. org/) Z&4 :

PGP Tool

Asimple and secure online client-side PGP Key Generator, Encryption and Decryption tool. Generate your PGP Key pairs, encrypt or decrypt messages easily with a few clicks.

Generale PGP Keys | Sign  Verify  Encrypt (+Sign)  Decrypt(+Verify) ~ FAQ  About

Options Public Key
2 | Your Name Required Your public key will be generated here.
X | you@domain.cor Required

Email address: Why it is required?

@ | Optional comments

all | Select key size... v Required N
. / . Private Key
B | Select expity duration... ~ | Required
Your private key will be generated here
shrase Required

Passphrase: What is this?

Generate keys
y

PGP Tool

Asimple and secure online client-side PGP Key Generator, Encryption and Decryption tool. Generate your PGP Key pairs, encrypt or decrypt messages easily with a few clicks.

Generate PGP Keys  Sign  Verffy  Encrypt(+Sign) = Decrypt (+Very) ~ FAQ  About

Receiver's Public Key Your Message in Plain Text
Paste the public key here. (R Write your message here
A A
| Browse... | No file selected. | Browse... | No file selected

Encrypt the message

Encrypted PGP Message

Signer's Private Key (For signing purpose)

baste the private key here

supportec

Here you'll see the encrypted and signed message.

| Browse... | No file selected.

phrase for private ke
Asimple and secure online client-side PGP Key Generator, Encryption and Decryption tool. Generate your PGP Key pairs, encrypt or decrypt messages easily with a few clicks.
Generate PGP Keys sign Verify Encrypt (+Sign) Decrypt (+Verify) FAQ About

Receiver's Private Key (For decryption purpose) Encrypted PGP Message

aste the private key here to decrypt. RSA key only Enter the encrypted message here

4
| Browse... | No file selected | Browse... | No file selected

Passphrase for private ke
Decrypt the message

Signer's Public Key Decrypted Message in Plain Text

>aste the signer's public key here if the message is Here you'll see the decrypted message

signed

supported. (Leave this field if the

| Browse... | No file selected.


https://pgptool.org/)%E4%B8%BE%E4%BE%8B

Gk, R UAAES B S (S e A B A A, I IR AL M, A IR IR R R (20 B

SR, XFPEE =7 2k T AN RE i o 2 i ), 7EBS B2 anit. FrbA, FRATELEHE
FEE A2 44 1 GnuPG T R——iX/2 H R 42X T OpenPGP FrAEN) B BHEAFSEHL . % 1T
H I 2R E emailsel fdefense. fsf. org/zh-hans/W T, XA T HEA T linux, {H
£ Windows Fl macOS W EEAE . FEUWMHIL, MBFEAR, AT BRI AR
HBA RN EHER T REMH, Fibaed BN Y Eg A FE%H, AR
AT SERBFEVE N B s (RMEA LD o BFixASEEAS B A, FE
FEm2AT W TR, a4 FMAE https://www. gnupg. org/gph/en/manual/x110. html, BE ]
FEAT AT BN gpg —help BF .

RSN AG, XN 2R T H R AR 1. AR5t m] BUR i 2 8 8l 2547

From @ i &5 @ 1427
To Alice Jones w
@ This message is signed by the key attached, that has not been trusted yet. Learn more Trust key
@ W e il s LR SR

Hello Alice,

This email is encrypted with PGP. I've alsc attached my public key for you,
OK?

Speak to you soon,

Bob

319 KB 1 file attached 1

_pub.asc 312 KB

N T HARK I APIR WL, X5 Rz E e IR @ R B AP INE 2 . 8, A
FREATE AR B AR TG OL T, TR A ER S IESCR K. Proton AfEAEIEA
PO 2R A5 RAB AR AN GEE DL L N 25845 -

Trust public key? X
Clicking "Trust Key" will associate this public key with this sender

and emails from this address will be automatically
cryptographically verified. Learn more

This public key will be automatically used for encrypting email
sent to this address. Learn more

Fingerprint Created Expires Type

63831a... Apri5, 2022 - RSA (4096)




ERFE:
L ALNEH s 3 BT A e A RAPIRT ROB BME B il s, Nz IR T e s M 2 4z Xt

AN, JCIL AR (AL R I ) % 2 B A R R R OR3P 8 ft . 0 itk R, N =5 ST B LR
A A AR, JFIERIECR NIRRT . £E Proton A NLIZEEAT 41 #R4F

Email encryption keys

Download your PGP keys for use with other PGP-compatible services.

x Generate key hd
Fingerprint Key type Status Actions
ECC PRIMARY
! 202cd573c89598c6cce950d3lceac.. Export -

(Curve25519)

ECC AGCTIVE
T 79b7cc7d7547628428214€9a52F2... e Export =
= c aneidesa (Curve25519) (BBSOLETEN il
Eer — Export private key

(! 5487babbcl8f66a42c@86e6bfb36C.. — =%
(Curve25519) @OBSGLETED  Mark not obsolete (7)

Mark compromised (1)

Delete

R LA b o it 2 K 5 SO A S AR 2 B 7 BT T IR 2 R B X i 14 B A
ISR “BAEIRT « AERZGIAEProton AR, AlEHRAE.

2. BT IR A RE S AT, HARERE 4, S =7 BRI AER B Uk
HORAY, MWEEEEIRAR R ANZE7EY “RIE” al Ny AUl iz . adH0x
— i, BUOEIS L T AW A, Proton P RIGN 7 A A SCIE SR R R F3h B AR
RN B A -

=

Contact details

JS  John Smith o W
Email johnsmith@soccer.com [l B

‘ Add phone number ‘.‘

D —
\ Add address |

C|Dse m
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Email settings (johnsmith@soccer.com)

Select the email format you want to be used by default when sending an email to this email
address.

Email format (1) | Automatic *
Hide advanced PGP settings

Setting up PGP allows you to send end-to-end encrypted emails with a non-Proton user that
uses a PGP compatible service.

Email settings (johnsmith@soccer.com)

Select the email format you want to be used by default when sending an email to this email
address.

Email format (1) Automatic e

Hide advanced PGP settings

Setting up PGP allows you to send end-to-end encrypted emails with a non-Proton user that
uses a PGP compatible service.
Learn more

Only change these settings if you are using PGP with non-Proton recipients.
Learn more

Encrypt emails (i}

Sign emails (i)

PGP scheme (T) Use global default (PGP/MIME) ~
Public keys (1) Upload

Cancel Save

S D R T T 1 SCER B A 7 R A A A A AIE SCR BT 15 00, MRS 7 2R 50 1 S LAY
NRFENG NSRS s A BG4, X — B BRA LI 5 O AP s X 7 B

B, WA RUORE A YISO BN o AR AR, NN FR L) E . X BARANRERH AL
] NAREUHE A, (ESR BE LA VAR A AR A, ik SER AT AT P IRl AT . B,

ARG B BOCK “~ 7 AR R R SC. i T A8 2 e T g B BE L

= /Yy

T,

ARBRET, AR I ASEETE BT, BT LRIV R R ) B (1) 8 A th R ks 2R &7
MR ER . AR AT ATe e AR IR, F “oF88 7 Xk “Hal” iR G R E

B, BORELE.
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